Description

There is a critical security vulnerability discovered in one of Eastern Bank Limited’s online
portals whereby it's possible for an attacker to acquire important account information and bank
statements for an account armed with nothing more than an account number and the associated
mobile phone number.

The vulnerability is effectively a Client-Side Validation issue where a critical OTP validation
check can be easily bypassed by manipulating the value of a single variable in the client-side
Javascript code. The variable is used in a branching condition responsible for either showing an
OTP validation error to the user OR to proceed with running the necessary code for taking the
user to the next page where account statements can be downloaded.

Shockingly, all the necessary information for entering the “success” branch is embedded in the
client side code where this OTP validation check is performed, allowing the attacker to use a
common browser inspector tool such as Chrome DevTools to manipulate the variable value to
enter the desired execution path in an i £/else condition.

Steps to reproduce

1. Go to https://selfservicehub.ebl-bd.com/online_statement
2. Accept the disclaimer shown below
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Proceed Next

3. Enter the EBL account number and the associated mobile phone number in the next
screen and hit “Check Account” (must select “MOBILE” as OTP Channel here)



https://selfservicehub.ebl-bd.com/online_statement
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If the account number and phone number is correct, on the next page open browser
inspector and add a breakpoint in line 247 of customer_verification_page.php

Enter any OTP (does not need to be valid) and hit “Submit OTP”
The debugger will now stop code execution at the breakpoint. Execute response =
‘success’ in the console and resume execution



7. You will be successfully validated and enter the next page
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8. You can download the bank statement without further checks

Download Successful

Dear Customer, Account Statement Download is complete.
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